
Terms of Reference for the Modernization/Development of the Corporate ERP System

	№
	Required parameters for goods, work, services to be purchased (subject of the purchase)
	Specific requirements for goods, work, and services

	1.
	Name/type/quantity/volumes/measure unit
	Modernization/development of the corporate ERP system, including system assessment, business process analysis, target architecture development, module development and modernization, data migration, integration with corporate systems, testing, documentation preparation, training of the Client’s users and specialists, and commissioning.

	2.
	Delivery location
	Kyrgyz Republic, Bishkek.

	3.
	Delivery deadline
	In accordance with the agreed project plan and Roadmap. 
The work shall be conducted in stages without interrupting the operation of the existing system.

	4.
	Work procedure
	Stage 1: system assessment, business process analysis, and report preparation. The assessment shall result in a report describing the current architecture, data model, integrations, technical constraints, risks, and recommendations for modernization.
Stage 2: development of target architecture, data model, integrations and security.
Stage 3: preparation of the Modernization Roadmap. The roadmap shall include a list of functional areas, modernization sequence, dependencies between stages, timelines, and expected results of each stage.
Stage 4: staged modernization of functional modules.
Stage 5: data migration and transformation.
Stage 6: comprehensive testing.
Stage 7: training of users, administrators and developers.
Stage 8: pilot and production operation.


	5.
	Requirements for goods, services and work to be delivered
	Architectural requirements
· The target architecture shall be implemented based on ASP.NET Core and React/TypeScript.
· A modular monolith or microservices architecture may be used, if it enables independent development of functional areas and integration through REST APIs.
· Communication between components shall be implemented through REST APIs.
· The solution shall support the staged modernization of individual functional modules without interrupting the system operation.
· Architecture shall support containerization and future scalability. 

User Interface requirements
· The system shall provide a modern web-based interface.
· The interface shall support Microsoft Edge, Google Chrome, and other Chromium-based browsers.
· The system shall support the Russian, Kyrgyz, and English languages.
· Both light and dark interface themes shall be supported.
· The interface shall feature an adaptive design suitable for various screen resolutions.

Database requirements
· Microsoft SQL Server shall be used as the single corporate database.
· The existing unified enterprise information environment shall be preserved.
· Modernization shall not result in data loss or compromise data integrity.
· Data backup and recovery mechanisms shall be implemented.

Integration requirements
· The system shall support integration via REST APIs.
· Integration with Microsoft Entra ID, Active Directory, and LDAP shall be supported.
· The system shall provide integration with Microsoft 365, Exchange, electronic document management systems, HR systems, and BI platforms.
· All integration interfaces shall be documented using the OpenAPI (Swagger) specification.

Information security requirements
· Support for Single Sign-On (SSO).
· Support for multi-factor authentication (MFA).
· Implementation of role-based access control (RBAC).
· Mandatory logging of user activities.
· Use of HTTPS/TLS to protect data.
· Support for OAuth 2.0 and OpenID Connect.
· Protection against SQL injection, XSS, and CSRF attacks.
Performance requirements
· The system shall support at least 1,000 concurrent users.
· The response time for typical operations shall not exceed 3 seconds.
· The solution shall support 24×7 operation.
· The architecture shall support both horizontal and vertical scaling.

Monitoring and logging requirements
· Centralized log collection shall be implemented.
· Monitoring of services, integrations, and the database shall be provided.
· Notifications of critical events and incidents shall be supported.
· The system shall provide availability and performance reports.

Data migration requirements
· Existing data and operation history shall be preserved.
· Data migration and transformation procedures shall be provided.
· All changes to the data structure shall support rollback.
· Test migrations shall be performed prior to deployment.

Testing requirements
· The contractor shall perform unit testing.
· Integration testing.
· Functional testing.
· Regression testing.
· Load testing.
· Security testing.
· User Acceptance Testing (UAT).

Documentation requirements
· Technical design.
· Target architecture description.
· ER diagrams and data model.
· API specifications.
· User Manual.
· Administrator Manual.
· Installation, backup, and recovery instructions.
· Test reports.

The Contractor may propose architectural and technical solutions, provided that such solutions comply with the requirements of these Terms of Reference.

A preliminary demonstration and overview of the current ERP system shall be provided after the Non-Disclosure Agreement (NDA) has been signed.

	6.
	Completion and Acceptance Procedure
	Modernization/Development of the Corporate ERP System shall be accepted in stages based on test results, test reports, functionality demonstrations, and signing of Completion Certificates. 
Final acceptance shall be completed upon the successful commissioning of the system into production operation.

	7.
	Requirements for the submission of technical and related documentation to the Client upon completion and delivery of the work
	The complete source code of both the client-side and server-side components shall be delivered to the Client.
The source code shall be maintained and stored in the Client’s GitLab repository.
The complete change history, as well as all testing results, shall be provided to the Client.
Database scripts, configuration files, and build and deployment instructions shall also be provided to the Client.


	8.
	Warranty obligations
	The warranty support period shall be at least 12 months. Correction of errors and defects shall be provided at no additional cost to the Client. Consulting support shall be provided. Software updates shall be released. The response time for critical incidents shall not exceed 2 hours. The response time for high-priority incidents shall not exceed 8 business hours. The response time for medium-priority incidents shall not exceed 2 business days. Support shall cover the client-side and server-side components, integrations, security mechanisms, and Microsoft SQL Server database.



